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Privacy and Records Management for Remote Work

This document is a follow-up to information provided online about UFV’s remote working resources. We
wish to remind employees of their obligations under BC’s Freedom and Information and Protection of
Privacy Act (FIPPA) to keep all personal information that is in their custody or under their control safe
and secure (this refers to information relating to students, employees, and other individuals with whom
UFV interacts). The tips below will help ensure employees working from home are supported in
protecting others’ personal and sensitive information and maintaining good records and information
practices.


/Users/jennifermacdonald/Library/Containers/com.microsoft.Word/Data/Downloads/.(https:/spreadprivacy.com/how-to-encrypt-devices
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Records Maintenance & Remote Access

1 Use UFV’s network shared drive to store and access records when possible. For more
information on accessing shared drives remotely, visit UFV ITS.

f If your department is using Microsoft Teams or other chat platforms, you could be creating and
storing records. Notes, minutes, and files created and stored within chat platforms are subject
to records management practices. Ensure transitory records are appropriately destroyed when
no longer useful.

f Ifyou are using a personal device for work-related business, you are still generating UFV records
that must be maintained according to normal records retention practices. Ensure records
created on a personal device are saved and stored on UFV’s network once complete. Delete
records from your personal device once they are appropriately saved.

T University records that are to be disposed of in the course of the employee’s work should be
destroyed on site at UFV. Ensure records are safeguarded until they can be safely returned to
campus for disposal.

f  Keep records organized by making time to routinely manage your e-mail inbox. For tips on
managing e-mail as records, click here.

For more information or inquiries regarding records, contact Records Management.



http://www.ufv.ca/ITS.
/secretariat/records-management/managing-e-mail-records/
/secretariat/contact-us/

